The Architecture
of Compromise

What the Claude Code leak revealed
about the layer you never see.
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March 31, 2026. The day the foundation was exposed.

212,000 1,900

lines of internal
TypeScript files

A packaging error pushed the complete internal source code of
Claude Code to the public npm registry. For the first time,
researchers could see beneath the surface of a frontier Al system.
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The most dangerous Al failures
do not live in the conversation.

The Surface Misinformation. Hallucinations. Bias. We evaluate what
the system says. The conversation is visible.

The Foundation System prompts. Safety constraints. Behavioral controls.
The architecture shapes the reasoning before the
conversation ever begins.
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Finding 1. False information in the operating context.

ANTI_DISTILLATION_CC

System Prompt
(How Claude
understands its own
capabilities)

To prevent competitors from extracting Claude's behavioral tuning, developers injected deliberate lies about the
system'’s own tools into its operating context. The business concern was legitimate. The mechanism was not.
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Security vs Corruption

Hiding Information
(The Locked Door)

Planting Falsehoods
(The Room of Decoys)

Mechanism: Encryption, legal
blocks, API limits.

Adversary Impact: Limits
unauthorized access.

System Impact: Reasoning remains
perfectly intact.

Mechanism: ANTI_DISTILLATION_CC
flag.

Adversary Impact: Extracts corrupted
data.

System Impact: Reasoning is
fundamentally corrupted. A system
lied to about its own capabillities
cannot reason honestly.
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Finding 2. The silent safety bypass.

Claude Code analyzes shell commands before execution to prevent malicious
actions. To limit costs, this analysis was capped at 50 subcommands.

Past the 50-command threshold, the safety
architecture went dark. Every deny rule and
security validator stopped checking,.
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What happens at the safety analysis boundary?

Safety limit reached.

The system did not warn the user that analysis was incomplete. This
was a deliberate choice to trade real user protection for token
efficiency in silence.
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Four additional compromises hidden in the code.

Undercover Mode

Strips all traces of Al
involvement from public
open-source contributions.

44 Feature Flags

Undisclosed behavioral
parameters that silently alter
reasoning and confidence.

Frustration Detection

Hidden regex patterns
monitoring the emotional state
of the user.

Crisis Response

Overreaching DMCA takedowns
pulling down unrelated code
repositories.
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Six failures. One invisible pattern.

Anti-distillation 50-Command  Undercover Feature Emotion Crisis
Cap Mode Flags Tracking Response

Every failure lives completely beneath the conversation.
None of them are visible to a user having a perfectly
pleasant, seemingly honest interaction with the Al.
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The Decoupling of Surface and Foundation.

High surface quality and foundational compromise do not just coexist.
The high surface quality actively hides the rot. The better the
conversation, the less reason anyone has to look underneath.
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These were not bugs.

They were design choices. Made

deliberately. Implemented in
production. Deployed to millions
of users who had no way to know
they existed.
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